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1.) Overview

This document is provided as a user guide for the Windows Server 2012 — MariaDB 10
product offering on the AWS Marketplace. Please reach out to support@cloudimg.co.uk if
any issues are encountered following this user guide for the chosen product offering.

2.)Access & Security
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Please update the security group of the target instance to allow the below ports and
protocols for access and connectivity.

Protocol Type Port Description
RDP TCP 3389 Remote Desktop Access
TCP TCP 3306 MariaDB Database Listener Port

3.)System Requirements

The minimum system requirements for the chosen product offering can be found below

Minimum CPU Minimum RAM Required Disk Space
1 1GB 30GB

4.) Connecting to the Instance

Once launched in the Amazon EC2 Service, please connect to the instance via an RDP client
using the Administrator user. Please allow the EC2 Instance to pass 2/2 status checks before
connecting via RDP to allow the system enough time to complete the boot process.

To obtain the randomly generate password on boot for the Administrator user, please
follow the below steps in the AWS Console.

Log into the Target AWS Account > Select the region of which was chosen to host the newly
launched cloudimg AMI
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Search for the newly launched EC2 Instance
Select the Radio button above for the instance
Click Actions > Security > Get Windows password
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EC2 Instances i-0ea3766b9c1bc59ec Get Windows password

Get Windows password info

Retrieve and decrypt the initial Windows administrator password for this instance.

To decrypt the password, you will need your key pair for this instance.

Key pair associated with this instance
cloudimg

Browse to your key pair:

‘ [ Browse

© cloudimg.pem
1.678K8

Or copy and paste the contents of the key pair below:

-=-=-BEGIN RSA PRIVATE KEY-----
MIIEpAIBAAKCAQEAtjjeMJIROzxxzVyjrZAvB8CMadpuT2s5CgqB5zpqkSGMBSIPAE

ZuTwl y 2gT1xgOM Wkzbb
KOen3PA+Tx+dI6KUYEtnAwidDWkdIVIOSOQx74CWjZgwFpSPVGBBrY 1t TiSBAbr
553} JywgppXiP7rdpfpcSUMQSH yy6Kf+gjPLRO/tIWMSwJilPeolirWDk

LXV9piEk692vTM5FrYovn7QQMEDXRQMLA4440ipe5ConDwIsBIX+WKZUKEITFS5Eo+
/idD7wpa9aGsjV3TS304qX/QM3ycT4h8Idb6zQIDAQABACIBAGOiclruKjlvaWHC
d5SAND]j/WKbIplCD5tRFAKKMYLXR8M2Jrz57i30l/OKIK27xtfJtGg/Noct)ZNwB

Cancel Decrypt password

w Unified Settings [ ®© 2022, Amazon Web Services, Inc. or its affiliates. Privacy Terms  Cookie preferences

d upload the key pair selected during the launch of the EC2 instance from
the AWS Marketplace.
Click Decrypt password

Feedback ook

Click Browse an
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EC2 Instances i-0ea3766b9c1be59ec Get Windows password

Get Windows password info

Retrieve and decrypt the initial Windews administrator password for this instance.

We recommend that you change your default password. Note: If a default password is changed, it cannot

@ Password change recommended
be retrieved using this tool. It is important that you change your password to one that you will remember.

You can use the following information to connect to your Windows instance using Remote Desktop.

Private IP address
172.31.88.88

User name
3 Administrator

Password
C@*|M%SqPIS)SUCAI3nZo.vMIIHNMOZa

Feedback k Unified Settings [4 @ 2022, Amazon Web Services, Inc. or its affiliates. Privacy Terms. Cookie preferences

The Administrator password will now appear in plain text like the above example. Take a
copy of this value and open a Remote Desktop Client Application.

Add PC
PC name: | 54.89.238.46
User account: | Ask when required
Genera Display Devices & Audio Folders
Friendly name:

Group: | Saved PCs

Gateway: = No gateway

& Reconnect if the connection is dropped
Connect to an admin session
Swap mouse buttons

Cancel

Create a new connection and enter the IP address of the newly launched EC2 Instance. For
this example, the public IP address will be used as the server has been launched in a public
subnet. Use the private IP address where applicable for your environment if you have a
private connection into the AWS VPC of which hosts the EC2 Instance. These Private
connections often take the form of a VPN connection.
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Click Add

Once added, double click the connection profile created in the above step, you will be
prompted for a username & password. Enter the below values.

Enter Your User Account

This user account will be used to connect to 54.89.238.46
(remote PC).

Username: Administrator

Password: eceeeceeeeeesesseeseesncssssssee

Show password

Continue

Username: Administrator
Password: DECRYPTED VALUE RETRIEVED FROM THE ABOVE STEPS

Click Continue

You are connecting to the RDP host "54.89.238.46". The certificate couldn't
be verified back to a root certificate. Your connection may not be secure. Do
9 you want to continue?

Show Certificate Cancel Continue

Click Continue if a pop up like the above appears.
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Hostname : EC2AMAZ-NR8HVM9
Instance ID : i-0c9ad9bd7de3f3c2b
Private IP Address : 172.31.95.210
Public IP Address : 54.152.118.42
Instance Size : t3.medium
Availability Zone : us-east-1c
Architecture : AMD64

Total Memory : 4096

Network : Up to 5 Gigabit

You have now successfully connected to the Windows Server hosted in AWS.

5.) Filesystem Configuration

Please see below for a screenshot of the server disk configuration and specific mount point
mappings for software locations.
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6.) Server Components

Please see below for a list of installed server components.

Component Version Install Location
AWS CLI 2.8.2
AWS CloudWatch Agent 1.3.5
AWS Systems Manager Agent 3.1.1
MariaDB 10.10.2 C:\Program Files\MariaDB 10.10
HeidiSQL 11.3 C:\Program Files (x86)\Common
Files\MariaDBShared\HeidiSQL

7.) Using System Components

Instructions can be found below for using each component of the server build mentioned in
section 7 of this user guide document.

AWS CLI

Using AWS CLI — as any OS user via the CMD programme.

= Administrator. Command Prompt ];li-

aws --help

AWS CloudWatch Agent

The CloudWatch Agent wizard can be launched via the below command for the
configuration required pertaining to your specific use case. Run the below command from a
CMD prompt.
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@ Administrator: Command Prompt - amazon-cloudwatch-agent-config-wizard.e... l;li-

cd "C:\Program Files\Amazon\AmazonCloudWatchAgent"

amazon-cloudwatch-agent-config-wizard.exe

Once configured you will be able to start the AWS CloudWatch Agent via PowerShell by
issuing the below command. Exchange the values below in bold to point to that of your
configuration file.

& "C:\Program Files\Amazon\AmazonCloudWatchAgent\amazon-cloudwatch-agent-ctl.psl" -a fetch-
config -m ec2 -s -c file:configuration-file-path

AWS Systems Manager

The AWS Systems Manager agent has been configured to start on boot.

MariaDB

The MariaDB Database service has been configured to start on boot via a Windows Service.
You can stop, start or check the status of the mariadb service by following the below steps.

From the Windows Start Menu > Search for Services
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Server Manager

computer

Control Panel

Administrative
Taols

®

Click Services

Windows
PowerShell

Component

Extended / Standard /

Services - |a]
File Action View Help
& o |7 Has |ni
Services (Local) Servi
ices (Local)
MariaDB Name 7 Description  Status  Startup Type  Log On As
IKE and AuthlP [Psec Keying... The IKEEXT Manual (Trig... Local Syste.
the service Interactive Services Detection Enables use. Manual Local Syste
art the service Internet Connection Sharin... Provides ne. Disabled Local Syste.
Internet Explorer ETW Colle... ETW Collect Manual Local Syste
Description: P Helper Providestu.. Running Automatic Local Syste.
MariaDB database server IPsec Policy Agent Intenet Pro... Running  Manual (Trig... Network S.
KDC Proxy Server service (K... KDC Proxy S, Manual Network .
KtmRm for Distributed Tran... Coordinates. Manual (Trig... NetworkS.
Link-Layer Topology Discov... Createsa N Manual Local Service
Local Session Manager Core Windo... Running  Automatic Local Syste.

Microsoft iSCS! Initiator Ser... Manages In. Manual Local Syste.
Microsoft Software Shadow... Manages so. Manual Local Syste

Microsoft Storage Spaces S... Host service, Manual Network .

Mozilla Maintenance Service  The Mozilla Manual Local Syste.

Multimedia Class Scheduler  Enables rela Manual Local Syste.

Net.Tcp Port Sharing Service  Provides abi. Disabled Local Service

Netlogon Maintains 2 Manual Local Syste. =
Network Access Protection ... The Networ... Meanual Network .

Network Connections Manages o. Manual Local Syste.

Network Connectivity Assis... Provides Dir. Manual (Trig... Local Syste
Network List Service Identifiesth... Running Manual Local Service
Network Location Awareness Collects an. Running  Automatic Network S.
Network Store Interface Ser... This service .. Running Automatic Local Service
Optimize drives Helps the c. Manual Local Syste.
Performance CounterDLL .. Enables rem, Manual Local Service
Performance Logs & Alerts  Performanc Manual Local Service
Plug and Play Ensblesac.. Running Manual Local Syste.
Portable Device Enumerator.. Enforces gr. Manual (Trig... Local Syste.
Power Managesp.. Running  Automatic Local Syste
Print Spooler This service .. Running  Automatic Local Syste.
Printer Extensions and Notif... This service Manual Local Syste.
Problem Reports and Soluti... This service Manual Local Syste.
Remote Access Auto Conne... Creates a co, Manual Local Syste.
Remote Access Connection... Manages di Manual Local Syste
Remote Desktop Configurat... Remote Des... Running  Manual Local Syste
Remote Desktop Services  Allows user.. Running ~ Manual Network .
Remata Nacktan Sanicec || Ollnwe thar __ Runninn _ Manual Loeal Sucte

w

e

=Bl e

10:25PM
12/26/2022

@] :
Search for the Service — MariaDB > Double Click

From the above menu you can reconfigure the service to not start on boot, stop, start and
or restart the service manually.
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HeidisQL

HeidiSQL has been preinstalled to allow for connectivity to the database for administration.
The .exe for HeidiSQL can be found on the Desktop via the below pre-populated icon.

HeidiSQL

Upon double clicking the above .exe, HeidiSQL will load and look similar to the below.

Hostname : EC2AMAZ.
Instance ID : i-0864
Private IP Address
Public IP Address : 54
Session manager Instance Size : t3a.large
Availability Zone : us-east-1c
/& Settings | Advanced | SSL Statistics Architecture : AMD64
Total Memory : 8192
Network type MariaDB or MySQL (TCP/IP) Network : Up to 5 Gigabit

Library libmysql.dil

Hostname / IP: 127.00.1
Prompt for credentials
Use Windows authentication

User:

Port:
Compressed client/server protocol
Databases:

Comment:

© Delete Cancel

. o ST 1043 PM
T - ‘ HS 2 NG g

A configuration has been pre-populated for a local connection to the MariaDB Database
running on the instance as the root user. Please refer to the mariadb-credentials file found
on the Desktop of the Administrator user for the randomly generated credential of the root
database user.

Click Open
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root\ - HeidiSQL 11.3.0.6295

File Edit Search Query Tools Goto Help

For EROW -

£ B Host: 127.00.1 | > Query*
4.4 root
b information_schema

mysql

b
b pedormance schema
b

sys

SHOW TABLES FROM
SHOW DATABASES ;

{) Connected: O o MariaDB 10.10.2

! I

™
(M

2R OMMHOOZ XD~

=]

Uptime: 00:20 h

Hostname : EC2AMAZ.
Instance ID : i-0864af!
Private IP Address

itance Size : t3a.large
ailability Zone : us-east-1c
Chitecture : AMD64

tal Memory : 8192

twork : Up to 5 Gigabit

0 Server time: 11 O Idle.

10:44PM
12/26/2022

A successful connection has been made to the locally running MariaDB Database Instance.

The database is ready for use.
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